
BIG-IP® LTM Essentials Student Guide – © 2009 F5 Networks, Inc. 

Table of Contents 
 

Module 1: Installation and Initial Access ..................................................................... 1-1 
 BIG-IP LTM Overview ........................................................................................................ 1-1 
 Licensing and the Setup Utility ............................................................................................ 1-2 
 Provisioning………………………………………………………………………………….1-7 
 Installation and Setup Labs…………………………………………………………………..1-9 
  Lab – Changing Initial IP Address ............................................................................. 1-10 
  Lab – Licensing the System ....................................................................................... 1-12 
  Lab – Setup Utility ..................................................................................................... 1-14 
  Lab – Configuration Utility ........................................................................................ 1-17 
  Lab – Configuration Backup ...................................................................................... 1-19 
  Lab – Provisioning ..................................................................................................... 1-20 
 BIG-IP Hardware Platforms ................................................................................................. 1-21 
  Lab – SCCP / AOM IP Address Configuration ......................................................... 1-25 
  

Module 2: Load Balancing ............................................................................................ 2-1 
 Virtual Servers and Pools  .................................................................................................... 2-1 
 Configuring Virtual Servers and Pools ................................................................................ 2-3 
  Lab – Virtual Servers - Pools ..................................................................................... 2-7 
 Network Map ....................................................................................................................... 2-12 
 Load Balancing Modes ........................................................................................................ 2-14 
 Configuring Load Balancing ................................................................................................ 2-19 
  Labs – Load Balancing .............................................................................................. 2-21 
   

Module 3: Monitors ........................................................................................................ 3-1 
 Monitor Concepts ................................................................................................................. 3-1 
 Monitor Configuration ......................................................................................................... 3-3 
 Monitor Assignment ............................................................................................................. 3-6 
 Monitor Status Reporting ..................................................................................................... 3-9 
  Lab – Monitors for Nodes .......................................................................................... 3-11 
  Labs – Monitors for Pools and Members  .................................................................. 3-13 
   
Module 4: Profiles .......................................................................................................... 4-1 
 Profiles ................................................................................................................................. 4-1 
 Profile Types and Dependencies .......................................................................................... 4-2 
 Protocol Profile Types and Settings ..................................................................................... 4-5 
 Configuring Profiles ............................................................................................................. 4-9 
   



Table of Contents   

BIG-IP® LTM Essentials Student Guide – © 2009 F5 Networks, Inc. 

Module 5: Persistence .................................................................................................. 5-1 
 Persistence Concepts ............................................................................................................ 5-1 
 Source Address Persistence .................................................................................................. 5-2 
  Lab – Source Address Persistence ............................................................................. 5-5 
 Cookie Persistence ............................................................................................................... 5-8 
  Lab – Cookie Persistence ........................................................................................... 5-15 
 Object Management ............................................................................................................. 5-18 
  Lab – Disabled Members ........................................................................................... 5-21 
 

Module 6 Processing SSL Traffic ................................................................................ 6-1 
 SSL Termination/Initiation ................................................................................................... 6-1 
 SSL Profile Configuration .................................................................................................... 6-4 
  Lab – Client SSL Termination ................................................................................... 6-7 
  Lab – Client and Server SSL (Optional) .................................................................... 6-9 
   

Module 7: Configuration Project .................................................................................. 7-1 
 Configuration Project ........................................................................................................... 7-1 
  Lab –Configuration Project ........................................................................................ 7-2 
  Review Questions – Modules 1 to 6 .......................................................................... 7-6 
   

Module 8: NATs and SNATs ......................................................................................... 8-1 
 NATs .................................................................................................................................... 8-1 
  Lab – NAT Lab .......................................................................................................... 8-4 
 SNATs .................................................................................................................................. 8-6 
  Labs – SNAT Labs ..................................................................................................... 8-9 
   

Module 9: iRules ............................................................................................................ 9-1 
 iRules Concepts .................................................................................................................... 9-1 
 iRules Events ........................................................................................................................ 9-4 
 Configuring iRules ............................................................................................................... 9-6 
  Labs  –  iRules Lab #1 ................................................................................................ 9-7 
  Labs  –  iRules Lab #2 ................................................................................................ 9-10 
   

Module 10: Installation of a Redundant Pair ............................................................... 10-1 
 Redundant Pair Concepts ..................................................................................................... 10-1 
 Synchronization State and Failover ...................................................................................... 10-3 
  Lab –Redundant Pair Setup ........................................................................................ 10-5 
  Lab – Synchronization ............................................................................................... 10-7 
 Redundant Pair Communication........................................................................................... 10-9 
 Upgrading the BIG-IP LTM Software ................................................................................. 10-10 



Table of Contents   

BIG-IP® LTM Essentials Student Guide – © 2009 F5 Networks, Inc. 

Module 11: High Availability ......................................................................................... 11-1 
 Fail-over Triggers ................................................................................................................. 11-1 
 Fail-over Trigger Configuration ........................................................................................... 11-3 
  Lab – Failover Triggers .............................................................................................. 11-5 
 Failover Detection ................................................................................................................ 11-6 
  Lab – Network Failover ............................................................................................. 11-7 
 Stateful Fail-over  ................................................................................................................. 11-9 
  Lab – Connection Mirroring ...................................................................................... 11-11 
  Lab – Persistence Mirroring ....................................................................................... 11-12 
 MAC Masquerading ............................................................................................................. 11-14 
  Optional Lab – MAC Masquerading ........................................................................ 11-15 
 

Module 12: Maintaining BIG-IP LTM ............................................................................. 12-1 
 Additional Tools and Resources .......................................................................................... 12-1 
 Documentation for F5 Support ............................................................................................. 12-3 
  Optional Labs – F5 Resources .................................................................................. 12-13 
   

Appendix A - Installation ............................................................................................... A-1 
 Pre-Installation Information ................................................................................................. A-1 
 Installation Worksheet ......................................................................................................... A-4 
 V10.x Installation options .................................................................................................... A-5 
 V10.x Optional re-install lab ................................................................................................ A-9 
 V9.x Installation options ...................................................................................................... A-10 
   

Appendix B – New Features ......................................................................................... B-1 
 New Feature summary for Version 10.0.0 ........................................................................... B-1 
 New Features for Version 9.4.X ........................................................................................... B-5 
 New Features for Version 9.2.X ........................................................................................... B-11 
   

Appendix C – Additional Topics ................................................................................... C-1 
 tcpdump ................................................................................................................................ C-1 
 Recovering Corrupted Passwords ........................................................................................ C-7 
   

Appendix D – HTTP Basics ........................................................................................... D-1 
 Web Page Components ........................................................................................................ D-1 
 Requests and Responses ....................................................................................................... D-3 
 HTTP Headers ...................................................................................................................... D-6 
   

Printout of Powerpoints ................................................................................................  
 



BIG-IP® LTM Advanced Topics Student Guide – © 2009 F5 Networks, Inc. 

Table of Contents 
 

Module 1: Installation & Access ......................................................................................... 1-1 
 Course Overview  .........................................................................................................................1-1 
 Installation Methods .....................................................................................................................1-2 
  Lab – Initial Configuration ................................................................................................1-5 
   

Module 2:  Command Line Configuration  ......................................................................... 2-1 
 Command Line using tmsh ..........................................................................................................2-1 
  Labs – tmsh Configuration  ................................................................................................2-14 
 BIG-IP Configuration Files ..........................................................................................................2-17 
 Command Line using bigpipe (v9) ...............................................................................................2-20 
 Single Config File ........................................................................................................................2-28 
  Labs – Editing config files .................................................................................................2-32 
  Optional Labs – bigpipe, SNAT, Monitor and SSL Termination .....................................2-34 
   

Module 3: BIG-IP Administration ........................................................................................ 3-1 
 Clustered Multi Processing (CMP) ..............................................................................................3-1 
 Connection Management..............................................................................................................3-4 
 VLAN and Network Options .......................................................................................................3-6 
 Restricting Access ........................................................................................................................3-10 
  Lab – Packet Filters ...........................................................................................................3-15 
 Command line tools .....................................................................................................................3-18 
 Logging and Notification .............................................................................................................3-30 
  Lab – Remote Syslog Server ..............................................................................................3-35 
  Lab – SNMP Trap ..............................................................................................................3-36 
 Administrative Domains ..............................................................................................................3-40 
  Lab – Admins Domains and Partitions ..............................................................................3-45 
   

Module 4:  Monitors part 2 .................................................................................................. 4-1 
 Monitors Re-visited ......................................................................................................................4-1 
 Configuring Monitors ...................................................................................................................4-10 
 Passive or Inband Monitors ..........................................................................................................4-17 
 Manual Resume ............................................................................................................................4-16 
  Lab – Monitors part 2 ........................................................................................................4-19 



Table of Contents   

BIG-IP® LTM Advanced Topics Student Guide – © 2009 F5 Networks, Inc. 

Module 5:  iRules part 2 ....................................................................................................... 5-1 
 iRules Re-visited ......................................................................................................................... 5-1 
 iRule Events ................................................................................................................................ 5-4 
 Query Commands ........................................................................................................................ 5-7 
 Commands That Return a String ................................................................................................. 5-12 
 Other iRule Concerns .................................................................................................................. 5-14 
  Labs – iRules Labs 1 to 5 .................................................................................................. 5-15 
   

Module 6 Virtual Servers part 2 ........................................................................................... 6-1 
 Additional Virtual Servers Concepts ........................................................................................... 6-1 
 Auto Last Hop ............................................................................................................................. 6-4 
  Lab – Forwarding Virtual Server ...................................................................................... 6-6 
   

Module 7 SNATs part 2 ........................................................................................................ 7-1 
 SNATs Re-visited ....................................................................................................................... 7-1 
 SNAT Automap ........................................................................................................................... 7-3 
 SNAT Pools ................................................................................................................................ 7-6 
 SNAT as Listeners ...................................................................................................................... 7-7 
 SNAT Configuration ................................................................................................................... 7-8 
  Labs – SNAT Pools and Automap .................................................................................... 7-10 
 VIP Bounceback .......................................................................................................................... 7-13 
  Lab – VIP Bounceback ..................................................................................................... 7-15 
 Additional SNAT Options ........................................................................................................... 7-16 
 Network Packet Processing ......................................................................................................... 7-18 
   

Module 8:  Persistence part 2 .............................................................................................. 8-1 
 Persistence Re-visited ................................................................................................................. 8-1 
 Persistence Options ..................................................................................................................... 8-3 
 Other types of Persistence ........................................................................................................... 8-5 
  Lab – Universal Persistence .............................................................................................. 8-9 
   

Module 9: Profiles part 2 ..................................................................................................... 9-1 
 BIG-IP’s Full Proxy Architecture ............................................................................................... 9-1 
 Performance Improvements with F5’s TCP/IP Stack .................................................................. 9-1 
 HTTP Profiles ............................................................................................................................. 9-8 
 OneConnect ................................................................................................................................. 9-10 
 HTTP Compression ..................................................................................................................... 9-13 
  Lab – HTTP Compression ................................................................................................ 9-17 



Table of Contents   

BIG-IP® LTM Advanced Topics Student Guide – © 2009 F5 Networks, Inc. 

 HTTP Caching .............................................................................................................................9-19 
 Streaming profile (v9.4) ...............................................................................................................9-21 
 Authentication profiles .................................................................................................................9-23 
 F5 Acceleration Technologies ......................................................................................................9-24 
  Optional Labs – Caching & Authentication ......................................................................9-25 
   

Module 10:  Final Lab Project ............................................................................................. 10-1 
 Path Load Balancing ....................................................................................................................10-1 
 Review and Final Project .............................................................................................................10-4 
  Lab – Final Project .............................................................................................................10-4 
   

Appendix A - Installation ..................................................................................................... A-1 
 Pre-Installation Information .........................................................................................................A-1 
 Configuration Worksheet .............................................................................................................A-4 
 Installing BIG-IP v10 software ....................................................................................................A-5 
 Installing BIG-IP v9 software ......................................................................................................A-13 
   

Appendix B – New Features ............................................................................................... B-1 
 New Feature summary for Version 10.0.0 ...................................................................................B-1 
 New Features for Version 9.4.X ...................................................................................................B-5 
 New Features for Version 9.2.X ...................................................................................................B-11 
   

Appendix C – Additional Topics ......................................................................................... C-1 
 V9 bigpipe config lab steps ..........................................................................................................C-1 
 V9 VIP Bounceback lab steps ......................................................................................................C-6 
 V9 Final Project lab steps.............................................................................................................C-7 
 nPath  ............................................................................................................................................C-12 
 Clone Pools ..................................................................................................................................C-14 
 Rate Shaping ................................................................................................................................C-15 
   

Appendix D – Logging and Notification v9.3 and before ................................................. D-1 
 Syslog-ng .....................................................................................................................................D-1 
 Remote Syslog server and Lab .....................................................................................................D-7 
 Enabling SNMP and Trap Lab .....................................................................................................D-14 
 Enabling Mail ...............................................................................................................................D-20 
   

Printout of PowerPoint’s .....................................................................................................  
 


	f5-bigipltmessentials-agenda
	f5-bigipltmadvanced-agenda.pdf

